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ABSTRACT

Additive Layer Manufacturing (ALM) is a new technology
to produce 3D objects adding layer by layer. Agencies and
companies like NASA, ESA, and SpaceX are exploring a
broad range of application areas of ALM, which includes
printing of device components, replacement parts, houses,
and even food. They expect that this technology will greatly
reduce production costs, manufacturing time, and necessary
storage space. The broad variety of application areas and
the high grade of computerization of this manufacturing pro-
cess will inevitably make ALM an attractive target of various
attacks.

This research examines the problem of Intellectual Prop-
erty (IP) protection in the case of outsourcing the ALM
manufacturing process. We discuss the existing process and
introduce a new model for the outsourcing of ALM-based
production. For the proposed outsourcing model, focusing
on IP protection, we present a risk assessment, specify re-
quirements addressing mitigation of the identified risks, and
outline approaches to implement the specified requirements.
The fulfillment of the specified requirements will enable se-
cure outsourcing of ALM production.

Keywords

Additive Manufacturing, Additive Layer Manufacturing, 3D
Printing, Outsourcing, Intellectual Property Protection

1. INTRODUCTION

Cyber Physical Systems (CPS) are under constant and in-
creasing attack as core components of critical infrastructure
[19, 49, 13, 30, 14, 60, 21, 27, 53, 9, 41, 25, 51, 36, 40, 16,
47, 7]. Additive Layer Manufacturing (ALM), also known
as Additive Manufacturing, solid freeform fabrication, and
maybe most commonly as 3D printing, is a fairly new class
of CPS for producing 3D objects. As opposed to the con-
ventional manufacturing process, in which a mold is poured
or a solid block of a material is reduced with milling and
turning to a desired form, in ALM, 3D objects are created

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are not
made or distributed for profit or commercial advantage and that copies bear
this notice and the full citation on the first page. Copyrights for components
of this work owned by others than ACM must be honored. Abstracting with
credit is permitted. To copy otherwise, or republish, to post on servers or to
redistribute to lists, requires prior specific permission and/or a fee. Request
permissions from Permissions @acm.org.

PPREW-4, December 09 2014, New Orleans, LA, USA

Copyright 2014 ACM 978-1-60558-637-3/14/12 $15.00.
http://dx.doi.org/10.1145/2689702.2689709

by adding thin layers, one layer at a time to build up the
object from two dimensions to three in the desired form.

Agencies and companies like NASA, ESA, GE, and SpaceX
are exploring a broad range of application areas of ALM.
SpaceX has used additive manufacturing to produce engine
chambers for the newest Dragon spacecraft [22]; GE builds
complex brackets that weigh 80% less than conventional
structural parts [23]; NASA has already tested a rocket in-
jector that is exposed to high loads and temperature gradi-
ents [26]; a Dutch company, DUS Architects, plans to print
a complete three story house [3]; BAE Systems in its futuris-
tic vision plans to print on demand an entire UAV designed
for specific operational requirements [56].

ALM technology will greatly reduce production costs, man-
ufacturing time, and required storage space. The broad vari-
ety of application areas and benefits are likely to make ALM
one of the widely used manufacturing technologies in the
near future. However, whereas 3D Printers for low quality
prototyping with plastics became affordable (starting at few
thousand dollar [2]), ALM equipment capable of producing
high quality and precision components out of metals, alloys,
and composites remains extremely expensive (over $20,000
for high quality plastics [15] and often well over $100,000 for
high quality metal alloys [5, 6]). Furthermore, depending
on the supposed application, manufactured objects should
satisfy a broad range of physical requirements, e.g., resis-
tance to mechanical or thermal stress. For this, tuning of
various manufacturing parameters (e.g., orientation during
manufacturing, pattern of heat source, etc. [48, 59, 64])
is necessary, which requires expert knowledge of the ALM
equipment and deep understanding of how various param-
eters influence physical properties of the manufactured ob-
ject. Because of both high costs of AML equipment and de-
pendence on knowhow for tuning of manufacturing parame-
ters, outsourcing the production to third parties specializing
in the ALM process and possessing essential knowledge be-
comes a necessity.

The broad variety of application areas and the dependency
on computerization of this manufacturing process inevitably
makes ALM an attractive attack target. The outsourcing
creates an additional attack surface that can be exploited.
In conjunction with outsourcing and of special concern are
attacks violating Intellectual Property (IP) of either of the
parties involved in the process. This includes the proprietary
3D shape and required physical parameters owned by the 3D
object designer, but also the tuning of the manufacturing pa-
rameters usually owned by the ALM manufacturer. Further
kinds of attack include those aiming to manipulate proper-



ties of manufactured objects, damage ALM equipment, or
even endanger the safety of the manufacturing process [59,
64, 63, 52, 46]. After attacks have occurred, the ability to
investigate these attacks is paramount.

It is our belief that IP protection will be of significance
to the realm of 3D printing and ALM techniques. However,
whereas several articles have raised concerns regarding IP
protection in context of 3D Printing [57, 8, 11, 44, 11, 10,
37], we are not aware of any prior scientific research intro-
ducing technical solutions for this issue. We see a major
necessity to develop technical means for the enforcement of
IP protection in ALM. The present paper is only the first
step towards understanding the problem and identifying ar-
eas for technical research.

In this paper, we focus on the issue of Intellectual Property
protection. We first discuss the outsourcing model current
used in ALM manufacturing. Then, in Section 3, we propose
an alternative outsourcing model, which can provide greater
flexibility for a customer of the ALM manufacturer. In Sec-
tion 4 we present risk assessment of the proposed model and
formulate requirements, the fulfillment of which would en-
able secure outsourcing. In Section 5 we outline several ap-
proaches which can be used to fulfill specified requirements.
Section 6 discusses the investigation of these attacks. Sec-
tion 7 presents the conclusions along with a short overview
of our future research plans.

2. STATE OF THE ART

As of now, 3D models are first designed in Computer-
Aided Design (CAD) software. Then the CAD model is
”sliced” into thin layers described either in Surface Tessel-
lation Language (STL) or in the recently defined Additive
Manufacturing File Format (AMF) [32]. Neither STL nor
AMF have any security features integrated. Both STL and
AMF describe the 3D shape of the object, which is the in-
put for the ALM equipment. If the 3D object is a part of a
complex device, e.g., a jet engine blade, this object should
satisfy various requirements. For instance, it should be able
to withstand specified mechanical or thermal stress. Such
requirements are specified additionally to the STL or AMF
description of 3D shape.

The 3D shape of the object and, if specified, the require-
ments of its properties are the IP of the 3D Object Designer.
Both are essential for being able to manufacture objects ac-
cording to the requirements. Therefore, this information is
passed to the ALM manufacturer (see Figure 1).

There are three different approaches to fusing metals and
alloys using ALM techniques: powder bed fusion, direct
metal deposition, and metal sheet lamination [20, 58, 26,
48, 24, 33]. Each of these methods are strongly depen-
dent on automation and computer control. Depending on
the ALM technology used, various manufacturing parame-
ters influence the microstructure of the manufactured object
[64, 48] and, as a consequence, also its physical properties.
For instance, if powder bed technology is used, among influ-
ential parameters are size and form factor of powder grain,
orientation of manufactured object, pattern of heat source,
etc. [18, 54, 31]. Therefore, if customer requirements ex-
ceed properties natively supported by a particularly used
(usually cost-optimized) manufacturing process, tuning of
the manufacturing parameters might be needed. Currently,
such tuning is performed by a company specializing in the
ALM production. The specific combination of manufactur-
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Figure 1: Current Outsourcing Model

ing process parameters is considered as IP of this company.
Commonly, none of this information is shared with the cus-
tomers ordered manufacturing of a 3D objects.

In concluison, the currently existing outsourcing model
considers two roles: 3D Object Designer and ALM Manu-
facturer (see Figure 1). Both actors are IP owners. However,
whereas the 3D Object Designer (either an enterprise or an
individual) shares its IP, i.e., 3D shape and required physical
properties, with the ALM Manufacturer, the latter (usually
an enterprise) does not share its IP for the manufacturing
parameters at all. In this outsourcing model, the exposed
IP of the 3D Object Designer is protected by contractual
agreements and the necessity for the ALM manufacturer of
maintaining its reputation. However, as multiple recent ex-
amples show, contractual relationships and reputation are
not necessarily sufficient to prevent the IP violation [4, 45,
50].

The IP of the ALM Manufacturer is protected by keep-
ing it secret from the customer (i.e., 3D Object Designer).
This, however, creates several negative consequences to the
customer. First of all, it binds the customer to the particu-
lar ALM Manufacturer capable of tuning the manufacturing
parameters according to the requirements. As it has been
noticed in other industries, such binding generally has a neg-
ative impact on competition and thus results in higher man-
ufacturing prices for the customer. Furthermore, in the case
of bottlenecks at the ALM Manufacturer side or a burst of
demand at the 3D Object Designer side, outsourcing with
the already proven manufacturing parameters to an alter-
native ALM Manufacturer becomes close to impossible. All
these drawbacks make the development of an alternative,
more flexible outsourcing model necessary.

3. OUTSOURCING MODEL

We propose an alternative outsourcing model that mit-
igates outlined drawbacks of the existing model. This is
a basic outsourcing model because it does not consider hi-
erarchical outsourcing (or customer-provider relationships).
However, it contains the building blocks necessary to com-
pose hierarchical outsourcing models.

In the proposed model, we distinguish between three roles
(see Figure 2): (i) 8D Object Designer, an enterprise or an
individual, (ii) Manufacturing Process Tuning Ezperts, an
enterprise or an individual, and (iii) ALM Manufacturer, an
enterprise. Compared to the outsourcing model currently
existing in ALM, the proposed model ”splits” the capabili-
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Figure 2: Basic Secure Outsourcing Model

ties currently associated with the ALM Manufacturer into
two independent roles, which can, but should not be, exer-
cised by distinct enterprises or individuals. Since numerous
discovery mechanisms exist that can be used to find actors
capable of providing particular services like manufacturing,
the discovery of actors has been avoided in this discussion.

In the proposed model, we distinguish between the follow-
ing four communication interactions between involved ac-
tors:

e In the first communication step, the 3D Object De-
signer contacts the Tuning Expert and requests spec-
ifications of manufacturing parameters. This request
might contain the 3D object specification, i.e., its shape,
and, if necessary, the specification of required phys-
ical properties, as well as the desired license for the
usage of the manufacturing parameters. Such license
should incorporate the amount of "production runs”
for which the particular manufacturing process may
be legally used. This reflects common practice by li-
censed production [1]. Furthermore, we assume that it
might be desirable to ”bind” the license to the particu-
lar 3D object and/or to the customer (i.e., 3D Object
Designer). We assume that further preferences (i.e.,
optimization parameters) can be specified as well, e.g.,
particular ALM technology, manufacturing time, pro-
duction costs, etc.

e In the second communication step, the Tuning Experts
provide the specification of the manufacturing param-
eters as well as the license to the 3D Object Designer.
If necessary, modifications of the 3D object, e.g., its ro-
tation in order to adjust object orientation during the
manufacturing process, should be provided as a part
of the tuning specification.

e After the 3D Object Designer has the manufacturing
specifications, the third step involves the designer con-
tacting the ALM Manufacturer with the request to
produce the object. In this step, specification of the
3D object, manufacturing parameters, the license, and
the amount of objects to be produced are passed to the
ALM manufacturer. It is reasonable to expect that of-
ten the amount of production runs requested will be
less than the amount of licensed runs. For instance, it
is common that parts and complex machines are man-
ufactured on demand, in order to reduce costs.

e In the last step, the manufactured 3D object(s) are
delivered to the 3D Object Designer.

The proposed outsourcing model has several, mainly eco-
nomical, advantages compared to the currently established
one. From the 3D Object Designer perspective, first of all,
it negates the ALM Manufacturer-binding and thus intro-
duces more flexibility at the customer side. In addition to
the expected benefits like reduced manufacturing costs, it
also provides a way of verifying the quality of the manu-
facturing parameters specification, e.g., by ordering small
quantity production at different ALM Manufacturers and
performing various tests. The license cost usually depends
on the amount of users (in this case, "production runs”) it
is specified. This also introduces the possibility of ordering
small-run licenses from various tuning experts, thus selecting
the manufacturing parameters most suitable for the partic-
ular customer. Furthermore, ordering additional runs (or
new licenses with additional runs) for a particular already-
specified manufacturing parameter tuning becomes possible.

The proposed outsourcing model also has potential ad-
vantages for the ALM Manufacturer. This is because the
proposed model has building blocks enabling establishing
hierarchical outsourcing relationships. Whereas the con-
tractual and communication relationships between the 3D
Object Designer and the ALM Manufacturer can remain as
they are right now (see Figure 1 in Section 2), the ALM
Manufacturer does not necessarily have to maintain its own
team of tuning experts. Instead, the outsourcing of this
task to third party tuning experts becomes possible. In this
case, the communication flows 1 and 2 (see Figure 2) will
be between ALM Manufacturer and Manufacturing Process
Tuning Experts. The above-described advantages and con-
siderations associated with the licenses and production runs
limitations also apply here.

Last but not least, the proposed model also has economic
advantages for Manufacturing Process Tuning Experts. In-
stead of being employed and having contractual relation-
ships with a single ALM Manufacturer, the proposed model
enables creation of dynamic, multiple relationships with nu-
merous customers, including both 3D Object Designers and
ALM Manufacturers. This, in turn, will increase the eco-
nomic resilience and sustainability of individuals and com-
panies assuming this role.

4. IP PROTECTION REQUIREMENTS

Whereas the proposed outsourcing model introduced a
number of (predominantly economical) advantages, it makes
the task of Intellectual Property (IP) protection more diffi-
cult. The reason is the increased number of actors as well
as communication flows for the information exchange. This
increases the probability for malicious actors to be involved
or the communication flow being eavesdropped by an ad-
versary. Furthermore, as multiple actors share the same in-
formation, identification of IP violators becomes nontrivial.
This erodes the power of contractual as well as reputation-
based enforcement of IP protection. Therefore, there is a
major necessity to develop technical means for the enforce-
ment of IP protection in ALM.

In this section, we first present a qualitative risk assess-
ment of the proposed outsourcing model. We consider risks
related to the IP violation only. Then we specify require-
ments for the technical measures, fulfilment of which will



allow mitigation of the risks and thus transforming the pro-
posed outsourcing model to a secure one.

4.1 Risk Assessment

Similar to [60], we perform risk assessment based on the
model describing all actors and information flows (see Fig-
ure 2). However, instead of considering all risks associated
with the outsourcing of ALM production (i.e., considering
each possible threat to confidentiality, integrity, or availabil-
ity through interception, fabrication, modification, or inter-
ruption of each part of the process), we focus on aspects
relevant to IP violation only.

In the proposed model, actors playing any of the three
specified roles can be malicious. Additionally, we consider an
External Adversary who is not immediately involved in the
outsourcing process. We assume that any adversary actor
intends to violate IP, i.e., either make an illegal copy of
IP or remove/modify restrictions associated with it. The
possibilities for the malicious actors to violate IP of other
actors are as follows:

Manufacturing Process Tuning Experts: Outsourcing
participants acting as Tuning Experts receive the whole
IP of the 3D Object Designer, including both the 3D
shape as well as the required physical properties. This
gives the tuning experts the opportunity to make il-
legal copies of this IP or parts of it, e.g., in order to
sell it. Customers for such information can be any
competitor of the 3D Object Designer.

3D Object Designer: A license for the ALM manufac-
turing tuning specifies several restrictions, e.g., the
amount of objects which can be legally produced using
this specification, or even who might use this license
and for the production of which objects. A malicious
3D Object Designer might be interested in removing
and/or to modifing these restrictions. Doing this, the
malicious 3D Object Designer could illegally reduce
the costs of production or even create revenues by re-
selling the manufacturing specification.

ALM Manufacturer: The ALM Manufacturer receives ac-
cess to the IP of both 3D Object Designer and Tuning
Experts. As such it has the opportunity to make il-
legal copies of the 3D object and the manufacturing
parameters specifications. A malicious ALM Manu-
facturer could offer, to other customers, the service of
the ALM production with particular physical proper-
ties, thus illegally using the tuning modifications spec-
ified in the IP of the Tuning Experts. Similarly, the
malicious ALM Manufacturer might be interested in
violation of restrictions on the amount of production
runs in particular licenses (both tuning modifications
and 3D object). This can be done, e.g., in order to
manufacture and sell illegal copies of the 3D object.

External Adversary: Additionally, we have to consider
an external adversary who might be interested in get-
ting access to the IP of 3D Object Designer and/or of
Tuning Experts. The most obvious way is eavesdrop-
ping or a man-in-the-middle attack on the communica-
tion channel between actors exercising specified roles.
Furthermore, the External Adversary can modify the
equipment (software and hardware) used by any other

Malicious Intents (IP-related only)

3D Object Designer | ®=  Remove and/or Modify restrictions
on usage of manufacturing

parameters specification

Tuning Experts = Copy [parts of] specification of 3D
object shape and required physical

properties

ALM Manufacturer = Copy [parts of] specification of 3D
object shape and required physical

properties

= Copy and reuse manufacturing
parameters specification; remove
or modify restrictions associated
with the specification
External Adversary = Copy [parts of] specification of 3D
object shape and required physical
properties
= Copy manufacturing properties
specification

Table 1: IP Violation Goals of Malicious Actors

actor. In this case, however, its capability to violate
the IP cannot exceed those of the corresponding ac-
tors. Therefore, this fact is of lesser importance for
the vulnerability analysis, but should be reflected in
the requirements. Last but not least, the External Ad-
versary can get physical access to the manufactured 3D
object in order to reverse engineer the IP used in its
production.

Table 1 summarizes the IP violation goals malicious actors
can pursue in the proposed outsourcing model.

4.2 Requirements for Secure OQutsourcing

Whereas the adversary actors have (predominantly eco-
nomic) incentives to violate IP, the IP owners have incen-
tives to protect their IP. Making the IP violation less lu-
crative to an adversary is a very challenging task, which is
commonly considered as a cost-benefit analysis. Costs of an
adversary can be associated either with the technical means
needed to (and difficulty of) violate IP or with the capabil-
ity to identify the violator, thus enabling legal persecution
or impacting the reputation of the malicious actor.

In cyber-security, it is common to develop measures for
prevention and detection of malicious behavior violating se-
curity goals. We apply this approach to all potentially ma-
licious actors present in the model. However, there is a
slight difference between the way these objectives are used
in cyber-security and how we define them. In particular,
under prevention we consider measures aiming to prevent
IP violation, increase the difficulty of performing it, or de-
crease the valuable outcome thereof. Under detection we
understand, in the first place, the identification of IP used
for the manufacturing of an object and its attribution to the
actors having access to it.

A summary of the IP protection goals is given in Table 2.
We define the IP protection goals as follows (the bold text on
the left specifies the top-level objectives and sub-objectives
as outlined in the table):



Prevention Detection
3D Object =  Copying =  Identification
Designer 5 WMiesheiton of of used IP
Restrictions = Liability
Tuning Experts = Copying = Identification
of used IP
= Liability
ALM =  Copying = Identification
Manufacturer 5 MiediFeien of of used IP
Restrictions =  Liability
=  Side-Channel
Analysis
=  Reverse
Engineering
External = Interception of | =  Distinction
Adversary Communication between
= Reverse internal/
Engineering external .
adversaries

Table 2: IP Protection Goals

Prevention / Copying: It should be impossible or very

difficult to extract information about the 3D Object
Designer’s IP. This includes the possibility of extract-
ing information related to the 3D shape and to the
physical properties of the manufactured object. An
unrestricted access to the IP should be either elim-
inated or limited to the extent absolutely necessary
for the accomplishment of needed tasks, including (i)
formulation of the specification of the required man-
ufacturing parameters adjustments and (ii) process of
the object manufacturing.

Prevention / Manipulation of Restrictions: It should

be impossible or very hard to remove or modify the
restrictions associated with the licenses provided by
the IP owners, including (i) 3D Object Designer and
(ii) Tuning Experts. The prevention measures should
work even in the case of the 3D Object Designer or-
dering small production runs from several independent
ALM manufacturers, which could be located in differ-
ent countries. An important aspect is that the pro-
tective measures should be capable of accommodating
cases of failures during the manufacturing process, e.g.,
due to ALM equipment failure, issues with the source
material, etc.

Prevention / Side-Channel Analysis: During the man-

ufacturing process, the ALM Manufacturer can ob-
serve and measure various aspects of the process, e.g.,
slices of the 3D shape, patterns of the heat source
movement etc. Even if files containing IP of other ac-
tors are protected, e.g., encrypted, such side-channel
analysis can potentially provide deep insights in the IP.
Of especial concern are various side-channel attacks on
embedded systems within ALM equipment, which can
be used to break the protection mechanisms [43, 42,
28, 29, 12]. Therefore, measures are needed to prevent

or significantly limit the possibility and value of such
analysis.

Prevention / Reverse Engineering: The manufactured

3D objects can be physically analyzed by examining
their 3D shape and microstructure. Such an analysis
can give insights in the IP of 3D Object Designer and
Tuning Experts. The ALM manufacturer is in the best
position to perform such an attack. However, this is
the least probable one because the ALM Manufacturer
has the opportunity to perform a broad variety of at-
tacks which are more promising and less complex than
this one. For an External Adversary (including a ma-
licious end-customer of the 3D object or a machine the
manufactured object is a part of) it might be the only
possible attack. Therefore, measures should be taken
in order to reduce the amount of useful information
that can be extracted with Reverse Engineering.

Prevention / Interception of Communication: All com-

munication channels are commonly considered as ob-
jects for eavesdropping, Information exchange in the
steps 1, 2, and 3 in the Figure 2 contain electronic
representations of the intellectual property of involved
actors. Therefore, communication protocols should en-
sure the secrecy of these IP. Furthermore, manipula-
tions of the information in these steps should be pre-
vented as well, in order to avoid undesired changes of
the manufactured object or attacks on ALM equip-
ment (for an elaborate discussion about these topics
see [64]). Communication protocols can be protected
through the implementation of the state of the art
applied cryptography techniques. We specify this re-
quirement mainly for the sake of completeness.

Detection / Identification of used IP: If a third party

reuses unlawfully copied IP of the 3D Object Designer
or Tuning Experts, it should be possible to detect the
IP violation. In order to do this, it should be possible
to identify the IP used for manufacturing of an object
and its attribution to the IP owner. Furthermore, it is
desirable that the detection and validation of the IP vi-
olation is possible. This is applicable and, potentially,
more prevalent in cases where only part of the IP (e.g.,
parts of 3D shape, specific pattern of heat source, etc.)
has been unlawfully reused.

Detection / Liability: Tightly related to the identifica-

tion of the used IP is the requirement to identify the
third party which had an access to this IP, e.g., which
3D Object Designer and ALM Manufacturer had ac-
cess to the particular IP of the Tuning Experts. In
other words, in case the IP was violated, it should be
possible to identify the actor(s) which has/have vio-
lated it. This requirement also addresses the situation
when the 3D Object Designer orders specifications for
tuning of the manufacturing parameters by more than
one actor acting as the ALM manufacturing Tuning
Expert. The non-repudiable identification is essential
for the criminal investigation and legal prosecution.

Detection / Distinction between Adversaries: It should

be possible to distinguish between IP violation per-
formed by an actor involved in the outsourcing pro-
cess and one performed by an external adversary who



has compromised equipment of the legitimate actor.
This is especially important to avoid false accusations
and legal persecutions of genuine actors involved in the
ALM outsourcing process. Note that we don’t require
identification of the External Adversary who commit-
ted the IP violation.

Analysis / Forensics: In the case that IP was violated, it

S.

should be possible to reconstruct the process leading
to this. This requirement especially focuses on under-
standing of technical means used for the IP violation.
The fulfillment of this requirement will provide addi-
tional insights necessary for the prevention of the par-
ticular IP violation path in the future. Additionally,
a possibility of identifying the actor, department, or
even persons involved in the IP violation is a benefi-
cial outcome of the forensics analysis. This informa-
tion potentially influences the outcome of legal cases.
It also provides insight into possible organizational im-
provements that would prevent or mitigate the impact
of future violations.

TOWARDS SECURE OUTSOURCING

We see several ways to approach solutions for some of

the specified requirements. In our future work, we plan to
evaluate the following approaches:

e In order to protect a 3D Object Designer’s IP from

malicious Tuning Experts, the following research ques-
tions should be answered: What level of details of the
3D Object Designer’s IP is necessary in order to de-
velop the manufacturing parameter adjustments suffi-
cient to satisfy all requirements on this object? What
aspects influence this level of detail and to what ex-
tent? Are these aspects different for different ALM
technologies? If it is possible to define a one-way trans-
formation of the 3D Object Designer’s IP to a state
where it is useless for the ALM manufacturing but still
sufficient for the tuning of the manufacturing parame-
ters, this IP will be effectively protected. This can even
increase the IP protection in the existing outsourcing
model.

In order to protect the IP of the 3D Object Designer
and of the Tuning Experts from a malicious ALM Man-
ufacturer, the following model can be considered. The
automated parameters of both IPs can be encrypted.
However, all parameters, which should be known to
the ALM Manufacturer before the process starts (e.g.,
material, form factor, and size of the metal alloy pow-
der), should be made accessible to the ALM Manufac-
turer. If ALM equipment has both Internet access and
a Trusted Platform Module (TPM) integrated, the fol-
lowing scenario is possible: ALM equipment can auto-
matically request a decryption key for the production
run from a trusted third party, which has no access to
IP but manages decryption keys for various IP owners.
The TPM module decrypts the encrypted STL/AMF
file as well as encrypted manufacturing specification
and uses this information to produce the required 3D
object. This approach is similar to the state of the art
applied cryptography solutions. However, several chal-
lenges should be solved. First of all, we assume an un-
trusted end party (i.e., ALM Manufacturer), who has

6.

an unrestricted access to the ALM equipment. This
requires thorough design of the placement and role
of the TPM module, which security otherwise could
be bridged. At the same time, it should not interfere
with time-critical processes during the manufacturing.
Otherwise, the production impact of the security im-
plementation will render it infeasible to produce 3D
objects with required properties. Furthermore, a le-
gitimate concern of the ALM Manufacturer is the pos-
sibility that the provided (in encrypted form) manu-
facturing parameters specification could damage ALM
equipment. Last but not least, Internet access to the
ALM equipment creates additional vectors that ALM
Manufacturers would like to avoid.

In order to detect and trace back the IP violation, var-
ious possibilities of "watermarking” should be investi-
gated. In particular, the following research questions
should be addressed. Is it possible to introduce water-
marking changes in the specification of the 3D object
so that: (i) these "watermarks” do not affect the re-
quired properties of the 3D object, (ii) are hard to im-
possible to remove from the object specification, and
(iii) can be used to uniquely identify all actors assum-
ing different roles in the proposed outsourcing process.
In particular, we plan to investigate two distinct wa-
termarking types: (i) watermarking of the 3D object
and (ii) of the manufacturing process.

In order to develop an understanding of motives and
technical means of ALM-related IP violation, a cat-
alogue of known attacks should be developed. This
requires the capability to describe attacks in the way
that (a) both multi-stage attacks and the resulting ef-
fect propagations across multiple domains can be de-
scribed and (b) the description provides structure for
comparison and identification of quantitative attack
properties. For this purpose we plan to use and, if
necessary, extend Cyber-Physical Attack Description
Language [62, 61], a language capable of describing
attacks on CPS exceeding cyber domain.

Evidently, so far the security research has not been
able to produce a cost-effective solution capable of pre-
venting attacks. This means that forensics in general
or residual data analysis in particular should play an
important role in the suite of measures ensuring IP
protection. When IP violation occurs, investigations
need to take place to scrutinize potential impacts on
intellectual property. Hence, this research should en-
sure reconstruction of successful attacks through the
examination of residual data and digital forensic anal-
ysis, as discussed in greater detail in section six.

RESIDUAL DATA ANALYSIS

One approach to preventing attacks is to understand and

successfully demonstrate how security can be breached from
a malicious software perspective. This includes the inves-
tigation of native operating systems along with the devel-
opment of stand-alone code to see how they can be mod-
ified and/or utilized through the initialization of common
libraries to induce, sustain or propagate malicious software.
Once these opportunities have been identified, successful
strategies will be developed to mitigate identified security



deficiencies. Another approach is to implement hardware
and software obfuscation techniques that would mitigate
reverse engineering efforts and alert investigators to non-
standard hardware and software calls.

An initial target will be to develop code that will modify
inputs slightly and variably to weaken the integrity of the
products without being visually detectable. As this technol-
ogy becomes more prevalent, company surveys will be devel-
oped and implemented to acquire improved market compre-
hension of the security threats introduced by this technology,
the countermeasures that industry is currently implement-
ing, and the types of attacks that they have experienced.
Experienced attacks will be reconstructed to confirm exist-
ing security breaches and identify new ones.

Counter solution research aimed at detecting modifica-
tions will include the development and implementation of
water marks that are imprinted on the product at various
stages of the production process to provide a visual indicator
that something in the input has been modified, either inten-
tionally or accidently. The visual verification can be au-
tomated once the development and implementation of the
water marks have been refined. The automation of water
mark verification provides faster verification with increased
accuracy and consistency.

Printers and associated hardware will be forensically ex-
amined using existing tools to identify their applicability
and appropriateness for use in ALM. Experiments will be
developed to compare the effectiveness and appropriateness
of traditional forensic tools like FTK and Encase in ALM
environments. The results of these types of experiments will
contribute to the development of forensic methodologies and
solutions that are tailored to ALM implementations. These
experiments will explore opportunities for the implementa-
tion of tailored black-box solutions along with traditional IP
tracking, network tools and general logging information.

Ultimately, this research will investigate the development
of intelligent forensic tools to identify potentially harmful
changes in production ALM environments and forensic anal-
ysis environments. If an ALM forensic analysis environment
is compromised it has potential ripple effects due to data in-
tegrity requirements in intellectual property investigations.
Current investigations could be negatively impacted due to
compromised data and/or investigation procedures. Past
investigations could be re-opened if future techniques prove
that the data recovered during the course of the investiga-
tion has been tainted due to malicious software installed on
the ALM device. A potential solution could be a virtualized
implementation and comparison of the existing code against
a pristine copy of the code. The development of intelligent
digital forensic tools is arguably a functionality evolution of
traditional forensic solutions currently accepted in the mar-
ket.

7. CONCLUSION

Additive Layer Manufacturing (ALM) is a fairly new class
of CPS for producing 3D objects. The broad variety of ap-
plication areas and a high degree of computerization of this
manufacturing process will inevitably make ALM an attrac-
tive target of various attacks.

It is our belief that Intellectual Property (IP) protection
will be of significance to the realm of 3D printing and ALM
techniques. Due to the growing importance of ALM, which
is expected to become interwoven in numerous production

chains, we would compare the incentives of IP violation in
ALM to those in processors. Many instances in current pro-
cessors already fall prey to IP theft. These include instances
such as counterfeit chips through repackaging techniques
[55], reverse engineering of hardware circuits as seen in the
attacks against the European MiFare card [38], and the cur-
rent work in digital device fingerprinting to combat chip de-
signs from working on non-authorized implementations [35,
34, 39, 17]. We see a major necessity to develop technical
means for the enforcement of IP protection in ALM. The
present paper is only the first step towards understanding
the problem and identifying areas for technical research.

In this paper, we have first outlined an existing outsourc-
ing model and discussed a variety of drawbacks. We then
proposed a novel outsourcing model for ALM. In this model,
a designer of a 3D object can outsource both tuning of the
manufacturing parameters as well as the manufacturing it-
self to different parties. The proposed model supports re-
strictions on the IP usage of various participants, e.g., the
number of objects which may be manufactured.

The proposed outsourcing model has numerous potential
benefits which include, but are not limited to, the creation
of new jobs and business models, support of more dynamic
collaborations between participants with different expertise,
and lower prices for the customers ordering ALM production
of various 3D objects.

However, the proposed outsourcing model introduces sev-
eral additional attack surfaces. The introduction of these
attack surfaces creates environments where investigations
need to be conducted to scrutinize impacts on intellectual
property. Hence, this research examines strategies aimed
at preventing, detecting and investigating residual data in
ALM environments.

The effort to improve security also formulated technical
requirements, based on the risk assessment, which should
be developed and integrated in the ALM production chain
in order to enforce the IP Protection in the proposed model.
Last but not least, we have outlined several approaches to
address some of these requirements. The next major effort
will be to expand on and implement both the security and
digital forensics ideas presented in this paper.
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